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• Measuring and Managing Risks

• Risk Appetite Framework
• Risk Management

• Banking Stress testing
• SREP
• ICAAP



•Banks shall provide information regarding overall governance framework 
and integration with risk appetite

•The governance structure must ensure integrity of overall business 
and risk management process.

Governance  
framework

Risk 
Appetite
Framework

• Banks should identify types of risk the they want to take on and those they 
wish to avoid.

• Function of:

• Risk appetite/tolerance levels, thresholds and limits set for the 
identified material risks must be defined and monitored

i) appetite to take either a high or a low level of risk on board

ii) capacity of the organisation to take the risk.

Policies, processes, controls 
and systems through which

risk appetite is defined, communicated,
and monitored.

Alignment
with strategy

Material and
reputational risks

Risk Appetite Framework - General overview
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Risk profile: Point in time 
assessment of the bank’s gross and 
net risk exposure.

Aggregate level and types of risk that a bank 
is willing to accept, or to avoid, in order to 
achieve its business objectives.

• Qualitative statements and quantitative 

measures expressed relative to earnings, 

capital, risk measures, liquidity and other 

relevant measures as appropriate.

• Should address more difficult to quantify 

risks (reputation; conduct risks; money 

laundering; unethical practices).

The aggregate level and types of risk 
a financial institution is willing to 
assume within its risk capacity to 
achieve its strategic objectives and 
business plan.

Maximum level of risk the financial 
institution can assume given its 
current level of resources before 
breaching constraints determined by 
regulatory capital and liquidity needs.

RISK 
LIMITS

RISK CAPACITY

RISK PROFILE
RISK

APPETITE

RISK APPETITE  
STATEMENT

Quantitative measures relative to 
business lines, legal entities as relevant, 
specific risk categories, concentrations, 
and as appropriate, other levels.

Risk Appetite Framework - Components
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Key point
• When approaching the risks it faces, a bank has four

options available in order to control each risk:

From risk 

tolerance  

to risk 

appetite

IMPACT

High
Event can cause substantial
damaging impact to
strategy/business

Medium
Event can cause visible effects but
with limited impact on strategy

Low
Event may be burdensome but
has no structural impact

PROBABILITY

High
Highly likely (eg: several
times on every quarter)

Medium
May occur at some point
in the course of the year

Low Unlikely, very exceptional

CONTROL’S EFFECTIVENESS

Strong
Control is sufficient to nearly 
eliminate the risk (>90%)

Acceptable
Mitigation is acceptable (risk reduced to
80-90%)

Low Mitigation is uncomplete (<80%)

Null No control has been implemented

Mapping of 
activities / 
functions

Identification 
of risks for 
each
activity

Risk ranking

- impact

-probability

Definition and
set up of 
control
procedures

Reevaluatio of risk 

impact

Steps required 

to build a RAF
RAF

Practical  
example

• Eliminate
•Mitigate
• Transfer
•Accept

Risk 

Appetite 

Framework 

– How It 

Works
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Risk

Management 

- The 3-line of

defence

approach

• Business units (front office, customer-facing activity) are the first responsible for identifying, assessing and controlling the 

risks of business.

• Internal policies and procedures should be clearly specified in writing and communicated to all personnel.

• Conducts risk-based and general audits;

• Reviews internal governance arrangements, processes and mechanisms to ascertain that they are sound and effective, 

implemented and consistently applied.

• Carries independent review of the first two lines of defence.

Compliance officer

• Monitors compliance with legal and regulatory requirements and 
internal policies

• Provides advice on compliance to the management body and 
other relevant staff,

• Establishes policies and processes to manage compliance risks 
and to ensure compliance.

Risk officer

• Facilitates implementation of risk management framework;
• Responsible for further identifying, monitoring, analysing, 

measuring, managing and reporting on risks (holistic view on all 
risks);

• Challenges and assists in implementation of risk management 
measures by the business lines
=> ensure process and controls at the first line of defence are properly
designed and effective.

All internal control functions need to be independent of the business they control, have the appropriate financial 

and human resources to perform their tasks, and report directly to the management body.

1ST LINE: FRONT-OFFICE

2ND LINE

3RD LINE: INTERNAL AUDIT
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Source: FSB: Thematic Review on Risk Governance - Peer Review Report

Risk Management – Governance
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https://youtu.be/XtihtTHVXTE

Stress testing of banks

https://youtu.be/XtihtTHVXTE
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Stress testing of banks: an introduction

• The usage and prominence of bank stress tests has risen substantially in the years following 
the global financial crisis.  

They are a key part of the bank regulation toolkit.  
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What are stress tests for the banking sector? 

• Stress tests are simulation exercises with a forward 

looking perspective.

• The most well known exercises are conducted to assess the 

resilience to a hypothetical scenario of either one bank or 

the system as a whole.

What are the main objectives of a stress test analysis?

• Assess the impact of the materialization of a given scenario in 

a bank or the banking system; 

• Contribute to policy makers decision on microprudential

measures to ensure that individual banks are adequately 

resilient; 

• Support the calibration of macroprudential instruments.
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Stress testing – the basics

TAXONOMY: In terms of policy objectives, a stress test can be classified as
“macroprudential” or “microprudential”:

Macroprudential stress test: a stress test designed to assess the system-wide resilience to
financial and economic shocks, which may include effects emerging from linkages with the
broader financial system or the real economy. Interactions between individual banks can also be
taken into account.

Microprudential stress test: a stress test designed to assess the resilience of an individual
bank to macroeconomic and financial vulnerabilities and respective shocks. Instruments,
mechanisms and measures available to the supervisor are usually applied at the bank level.
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Stress testing – the basics

TAXONOMY: In terms of who performs the exercise, a stress test can be either “top- down”
or “bottom-up”:

Top-down stress test: a stress test performed by a public authority using its own stress test
framework (data, scenarios, assumptions and models). Either bank-level or aggregated data may
be used, but always in models with consistent methodology and assumptions, generally
developed by the authority.

Bottom-up stress test: a stress test performed by a bank using its own stress test framework
as part of a system-wide exercise, or as part of a stress test where authorities provide banks with
common scenario(s) and assumptions.
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Stress testing – the basics 

TAXONOMY: Finally, in terms of balance sheet projections, they can be described as 
“dynamic” or “static”:

Dynamic balance sheet: an assumption that the size, composition or risk profile of a bank’s 
balance sheet are allowed to vary over the stress test horizon.

Static balance sheet: an assumption that the size, composition and risk profile of a bank’s 
balance sheet are invariant throughout the stress testing time horizon.
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Stress testing – the structure



How to access the relevance of the stress testing exercise?

Source: Neves, P.D. “An Encompassong Forward-Looking Approach to Increase Resilience in the Banking Sector: A second life for EU Stress Tests”, EBI Discussion Paper Series, 2020 – No. 1, September 2020

1. Realism of the exercise: is the exercise limited by (too) hard assumptions and/or
methodological constraints? (static versus dynamic balance sheet)

2. Does the exercise provide a useful forward-lookingperspective on how the  financial
institutions will address the current structural deficiencies;

3. Does the exercise provide an accountable view on the projected  
profitability/capital figures? (ownership, gaming)

4. Can the exercise be used in a straightforward way in the supervisory process?

5. Does the exercise bring valuable information for the markets?

6. Do these exercises have potential for improvement?

Stress testing
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Stress testing in the EU, UK and USA 
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Bank of England - Types of banking stress test

Bank of England (BoE) refers to three types of banking stress test:

1. An annual concurrent stress test of the largest UK banks and building societies. This informs 
the setting of capital buffers by our Financial Policy Committee and our Prudential Regulation 
Authority (PRA).

2. Firms that are not part of this annual stress test must carry out their own stress testing. The 
PRA publishes a scenario every six months to serve as a guide for banks and building societies 
designing their own scenarios.

3. Every other year, BoE runs an additional scenario intended to probe the resilience of the 
banking system to risks that may not be neatly linked to the financial cycle – the biennial 
exploratory scenario.
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Bank of England - banking stress test
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Bank of England - banking stress test
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Federal Reserve's stress test

The Federal Reserve's stress test assesses whether banks are sufficiently capitalized to absorb losses during 
stressful conditions while meeting obligations to creditors and counterparties and continuing to be able to 
lend to households and businesses. 

The Federal Reserve Board uses the stress test to set the stress capital buffer (SCB) requirement, which 
integrates the stress test with the non-stress capital requirements into one forward-looking and risk-sensitive 
framework.

The Federal Reserve conducts the stress test annually, using a minimum of two different scenarios to test 
a bank's capital adequacy during times of stress, and publicly discloses bank-level results. Banks must also 
conduct and publicly disclose the results of their company-run stress tests based on their risk profiles, as 
defined by the Board's stress testing rules.

Capital stress tests, which played a role in bolstering confidence in the capital positions of U.S. banks during 
the 2007-09 financial crisis, have become a critical supervisory tool.
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Federal Reserve's stress test



Banking – Ana Lacerda – Fall 2024

https://www.federalreserve.gov/supervisionreg/
dfa-stress-tests-2022.htm 

Federal Reserve's stress test

https://www.federalreserve.gov/supervisionreg/dfa-stress-tests-2022.htm
https://www.federalreserve.gov/supervisionreg/dfa-stress-tests-2022.htm
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European Banking Supervision

The ECB conducts several types of stress test:

• Annual stress tests

• EU-wide stress tests led by the European Banking Authority (EBA), complemented by the 
ECB’s stress test under the Supervisory Review and Evaluation Process (SREP)

• Thematic stress tests

• Stress tests as part of comprehensive assessments (a large-scale financial health check of banks, 
consisting of a stress test and an asset quality review, that helps to ensure banks have enough capital 
to withstand losses)

• Stress tests for macroprudential purposes (focusing on financial stability and system-wide effects 
rather than individual banks)

In addition to these, specific stress tests can also be conducted on individual banks or groups of banks 
if necessary.

Source: 
https://www.bankingsupervision.europa.eu/banking/tasks/stresstests/html/index.en.html
https://www.eba.europa.eu/risk-analysis-and-data/eu-wide-stress-testing

https://www.bankingsupervision.europa.eu/banking/srep/2019/html/index.en.html
https://www.bankingsupervision.europa.eu/banking/tasks/comprehensive_assessment/html/index.en.html
https://www.bankingsupervision.europa.eu/banking/tasks/stresstests/html/index.en.html
https://www.eba.europa.eu/risk-analysis-and-data/eu-wide-stress-testing
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SSM/EBA stress tests
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SSM/EBA stress tests
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SSM/EBA stress tests



Banking – Ana Lacerda – Fall 2024

SSM/EBA stress tests
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SSM/EBA stress tests
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2022 Climate Risk Stress Test
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2022 Climate Risk Stress Test
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2022 Climate Risk Stress Test
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2022 Climate Risk Stress Test
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2022 Climate Risk Stress Test
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2022 Climate Risk Stress Test
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The Supervisory Review and Evaluation Process (SREP)

Internal Capital Adequacy Assessment Process (ICAAP)
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ICAAP versus SREP

In the context the Basel II regulatory framework:

ICAAP denotes the set of activities and processes that must be 

undertaken by regulated financial institutions themselves. It plays a 

key role in the risk management of credit institutions

The ICAAP is also an important input factor in the Supervisory 

Review and Evaluation Process (SREP) that is carried out by the 

supervisor. The ICAAP feeds into all SREP assessments and into the 

Pillar 2 capital determination process.
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SREP and the Pillar 2

The aim of the Pillar 2 processes is to enhance the link between an institution's risk profile, 
its risk management and risk mitigation systems, and its capital planning. 

Pillar 2 can be divided into two major components: 

(i) aimed at institutions, where those are expected to establish sound, effective and 
complete strategies and processes to assess and maintain, on an ongoing basis, the 
amounts, types and distribution of internal capital commensurate to their risk profiles 
(ICAAP), as well as robust governance and internal control arrangements, and 

(ii) supervisory review and evaluation process (SREP). The key purpose of SREP is to ensure 
that institutions have adequate arrangements, strategies, processes and mechanisms 
as well as capital and liquidity to ensure a sound management and coverage of their 
risks, to which they are or might be exposed, including those revealed by stress testing 
and risks institution may pose to the financial system.

https://www.eba.europa.eu/regulation-and-policy/supervisory-review-and-evaluation-process-srep-and-pillar-2
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SREP and ICAAP



C
Business model  
analysis

D
Assessment of internal 
governance and institutional-
wide controls

E
Assessmentof  
risks to capital

F
Assessment of 
risks to liquidity
and funding

1. Assessment of inherent risks and 
controls

2. Determination of own funds

requirements and stress testing

3. Capital adequacy assessment

I
Early intervention measures

G
Overall SREP
assessment

H
Supervisory measures

1. Quantitative
capital measure

2.Quantitative  
liquidity 
measures

3.Other 
supervisory  
measures

1. Assessment of inherent risks 
and controls

2. Determination of liquidity

3. requirements and stress 
testing

4. Liquidity adequacy  
assessment

A
Categorisation of
institutions

B

Monitoring of key indicators

SREP

goals

• Guide harmonization of banking supervision at an European level

• Increasing the consistency and quality of supervision across the Banking Union.

"Guidelines on common procedures and methodologies for SREP“, EBA, Dec 2014

SR
EP

M
et

h
o

d
o

lo
g

y

SREP – General Overview



• Business model viability
on a year time horizon?

• Strategic sustainability in 
the next 3 years?

• Main vulnerabilities that 
may impact the bank or 
lead to a situation of 
recovery/resolution?

• Adequacy of Governance 
model and implemented 
controls to risk profile, 
business model, size and 
complexity of the bank?

• Compliance degree with 
requirements and 
standards of a good 
governance / internal  
control practices?

• Material risks will result in 
a grade based on the 
inherent risk and 
management/ control of 
existing risks.

• This evaluation will use 
ICAAP as its main tool. The 
output will then be used 
to determine the 
adequate capital levels.

• Assessment focused on 
liquidity and funding risks & 
liquidity management / 
internal controls.

• Assessment will use ILAAP 
as its main tool;

• Assessment can lead to 
specific measures to 
comply with the liquidity 
requirements previously 
defined.

D

Assessment of internal 
governance and 
institutional-wide 

controls

E

Assessment of risks 

to capital

F

Assessment of risks to 

liquidity and funding

C

Business model 

analysis

SREP – CORE COMPONENTS



➢ 1: No discernible risk;

➢ 2: Low risk;

➢ 3: Medium Risk;

➢ 4: High Risk;

➢ F: “Failing” or “Likely to fail”.

Different supervisory measures, 
dependent on the impacted 
areas and the criticality level:
• capital and liquidity measures

• changes to business plan,

• organizational changes,

• reduction of exposure

• etc.

G
Overall SREP assessment

• Components from C to F will be  
evaluated by the regulators on a scale 
from 1 to 4.

• Overall assessment (OA) results from a 
synthesis of all components (diferent 
from a weighted average) on the 
following scale:

I
Early intervention measures

Potential resolution
(eg: OA of 4 of a bank which 
failed to implement early 
intervention measures).

H
Supervisory measures

OA of 4 OR
OA of 3 with at least 
one component 
assessed as 4.

SREP – Potential Implications



Source: BPI, Annual Report 2017

1

SREP – The Implications



• Annual exercise of stressed financial forecasting in order to prove the bank is adequately
capitalised over the projection period (there is a capital buffer)

• The bank defines the types of stress tests, frequency, methodological details and models used, 
governance arrangements, interaction between solvency and liquidity stress test

Stresstest Sensitivity Multi-year scenario Reverse

Objectives To investigate the impact of one 
risk driver on a particular 
portfolio/risk type

To investigate the impact of a
confluence of events on the bank

To understand what possible 
events could cause the bank to fail

Scenario The source of the shock is 
not important

A full description of the scenario, 
through time, is required

A full description of the 
scenario, through time, is 
required (if applicable)

Outputs Limited to just one variable Wide range of outputs produced Outputs will depend on the 
definition of failure

Concept

Objectives

• Evaluate the bank’s robustness under stressed environments, in particular capital adequacy.

• To allow the bank to better understand, plan and manage its risks, capital and liquidity.

• To allow for the identification of concentrations.

• To allow for the early identification of mitigating actions.

INTERNAL CAPITAL ADEQUACY ASSESSMENT PROCESS

ICAAP – The Concept



ICAAP – How it works?
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