Shapi
NOVA poﬁr%lgg’l

School minds Eduroam Setup - Windows 7

of Business
& Economics

AUTOMATIC SETUP

- Click on the network icon of the toolbar and select “eduroam” network as shown in the
picture;
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- The username and password should be the one used to login at NOVASBE
Moodle/Webmail;

MNetwork Authentication

Please enter user credentials

‘I_ —| I Ii |U5ername |
[ | Password |

| ok || Cancel

- You should now be connected to the eduroam network.



MANUAL SETUP

- Click onthe network icon of the toolbar to access the “Network and Sharing Center”, as
shown in the picture;
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- Click on “Manage Wireless Networks*;
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View your basic network information and set up connections
EManage wireless networkg h&' x gn See full map
Ch dapter setti 3
SRR USER-TOSH Internet
Change advanced sharing (This computer)
settings
View your active networks Connect to a network
You are currently not connected to any netwarks,
Change your networking settings
'ﬁ- Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
i Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choese hemegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information,
See also
HemeGroup
Internet Options
Windows Firewall
L =]




- Click Add;
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Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add  §Adapter properties  Profile types  Network and Sharing Center 0

How do you want to add a network?

AL« Manually create a network profile

"= This creates a new network profile or locates an existing network and saves a profile
for the netwerk on your computer. You need to know the network name (55ID) and
security key (if applicable).

& (Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection




Configure as described below:

B e I ——— I e

@ ! Manually connect to a wireless network

= | = 5=

Enter information for the wireless network you want to add

4 I
Metwork name: eduroam
Security type: [WPAZ- Enterprise ']
Encryption type: AES -
\ y
Security Key: | | [ ]Hide characters

l Start this connection automatically I

Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk,

[ Mext I Cancel

Click on “Change Connection Settings”

Successfully added eduroam

< Change connection settings
Open the connection properties so that I can change the settings.




Click on “Security and then Settings” and follow the next steps

-

eduroam Wireless Network Properties | = ]

——— e
Comeziof secuty

Security type: |WPA2-Enterprise -

Encryption type: [AES v]

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) - m

Remember my credentials for this connection ead
time I'm logged on

Advanced settings

oK ] [ Cancel

Unselect “Validate server certificate” and click on “Configure” button;

Protected EAP Properties

When connecting:
[T validate server certificate

Connect to these servers:

Trusted Root Certification Authorities:

]
[F] GTE CyberTrust Global Root

] Microsoft Root Autharity

] Microsoft Root Certificate Authority

] Thawte Timestamping CA

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAPMSCHAR w2) v]
Loz’

Enable Fast Recannect

[C] Enable Quarantine checks

[ Disconnect if server does not present cryptobinding TLY

[ oK ] [ Cancel




- In the EAP-MSCHAP v2 properties unselect the default option. Click OK
at every open window.

P

EAP MSCHAPY2 Properties

When connecting:

F Automatically use my Windows logon name and
password (and domain i ary).

| ok ||| cancel |

Lot

When you try connect, it will be asked type your username and password.

- The username and password should be the one used to login at NOVASBE
Moodle/Webmail;

You should now be connected to the eduroam network;

MNetwork Authentication

Please enter user credentials

|I_ _| I Iﬁ_ |Username ‘
| Password ‘

Problems
If your problem persist, please contact IT Helpdesk (helpdesk@novasbe.pt)
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